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(57)Abstract 

PROBLEM TO BE SOLVED: To support decentralized computer 
mechanisms in LAN server environment by enabling the LAN server 
machine of a computerized LAN network to pass a generic name 
security subsystem (GSS) decentralized computer environment 
(DOE) qualification certificate by making use of an existent 
mechanism. 

SOLUTION: A user logs on first (210) and a log-in context is set as 
a system context (211). Then an LSCred MGR function acquires the 
qualification certificate of the user (212) and a GSS qualification 
certificate is generated from the system context (213). Then a 
session setup request to the server is generated (214). In a series 
of steps 215-218, the context token of the server including a GSS 
call to DOE is acquired. Thus, the LAN sen/er can hand down the 
qualification certificate by making use to the existent mechanism. 
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?^ev^^— znyr* ^->br7— ^^^^^^^^^ 
t6:=^:/t"^-^iis( DCE) m^mmcx^ ^ 

!ff*&iiE0J^5^m-r^ fc^6<751^-^^Wll:^ n ^ ( s m 

( GSS) ^rtufS^tu^^^^^te^coatg^LT. SulS 

(Dmx\ mm^umm^m)^'t^fzi^(Dm^^±^^v T 30 

[ mime ] SuIB^^^T^-h . SulEi^-^^tcii^ 

it-t^mi <DV — :?^>'?rSi#-1-5fei^(OGSS_initiate_s 

T. ttjtBGSS_initiate_sec_cx3ntext1^tii:^ (Dh — ^7 

>^^*^i-5^7^^>^:/^ . 

tij5EGSS_imtiate_sec_ocntext^tgtc:J; V) ^ 

&^tf. ft *:^5 ^mo^m. 

[ ft*3j7 ] fuf2s^©secpkgxl^;:^c7:>1tW^-^ iff 
h . 

GSS_accept_sec_cx2nte>ct^tg^;ici: >9 . mnSfflttS^nfch 
ly^^m-t^ :^y^yy't. 50 
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^^^-rr^-h ^^{^fi^^^i^x. s^^fB1^-^^^;IJt (9 . tuts 

[ f*5}tJS8 ] mjlB1^--/-<;i5y ^^^^^ tufsy 

^-<v-^>^^tmfBM^^ir:^^y 7^^ . :^^^^y^^J:^t^ 

S^&EEP.g'^-*— • rf^ ^ , fffffiy u ^ ^ 
SijtBl^#ir=3r^y • -^-^^yy^^J^^h <6m(om.'kh b 
T^AZli-^ ;^ 7^ :y ^tp. 

;^7/V- rny r - h y • 1^— 

tfi:^^t°z:^-^l§^( DCE) »t&iiE?gtcJ:t9 

^yVTy':f<DWi<DV^-K^^^%:f:hmm.X^^ 

(GSS) ^miIS*Su^a5^^t£?S(0^tgirLT. ffjfB" 
5>t6c=3 ^-t"^ 19 ^^^ ti^ ^W^^^ y 7^ 

; [ mimx 1 1 tuis-y— n >7 . :/a h =3 ^wct:^ 

<r>f^x^ mrlS1^smf^^iteft-r^fci?)c^^^r:3r^y ^ 
^ • f-yi/;^7^i.- h -^ >^^m-6^^t . 
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_secjxntext^tg^PfU^ffl-r#Sir . 

i(rtSGSS_initiate_sec_caite;ct1StgtC^2 (Dh 

GSS_accspt_sec_aantext^tg{^ J: »9 . SiftEttffl^ ix/ch 

^^tf. ft 4 fa*g:(7:»gH, 

[ ff*3ii 6 ] MtSi^-^'^;6^y ^Vi^^^^r-g-^. ttilS 

L7:^V^a— 3iy T- b • -y— -z^^^tr 

^"-ffc^^^t^cx-^^^C DCE) »t&|iEPJt;^J:t9 ir^y V- 

»*&mE0J^Sm1-^^ci6cD1^-y<W^ya:y ^ ( SM 
B) • =i/i.cot£^^:^ffj^^-f-^n>t:°^— :^gS 

( GSS) §rmJie#SfI^^'}S^K;?IcD:^tg<tUT. mis 
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[ fS*3ii 9 ] mm^—^^mmf^ :y ^ • :7^n b =t 

p 

30 ^y T^-^' • -y-:/v';;?;^i:,/^t^::3>^t<'^^^^^|. 

y^^'^i^1Kp"p, 
[ m*JS2 2 ] ttjfei^^^TVh tcJ:^) . ttjIB-y— ^-^t:: 

^t-t^ mi (Dh /c26<7:> GSS_initiate 

_secccntexl:1^tgSr fq^I/ffi-T^i fgffib ^11^:7' 

n^^^A. :^-h^^mt.. 

mn^^'y-^Tiyh ^^^(Dmm'^l (Dh —^^-^^iS^L 
T. tulSGSS_iiiitiate_sec_cantext1Stgt;i^2 (Dh 

ttJfEGSS_mitiate_sec_ccntext1StgtCj: »9 . StFte-y-— 

. ^^tf. ff*JS2 1 ^WL(D^l^\f^—^ • 

D 

DPo 

[ tt^^2 3 ] m^^sec^k^^^(D^m^Jt^^\^X . 
BulSf— /^{cj:i9 iul5^2 cob ^i^^v-^ttai-tr-S^^-t" 
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h -^>/5^?.S^^fE^-ifO»^|E0J^^^ai1-^='>' 
;^ -ra t ^ (jofciijf;!, tufstttti^ nfc»*&liE 

if *^2 3 |Stt<75:n vt-*^ . :/n i^Mp^Po 

[0001] 

7^A{Cjofrt^^^^( authentication) {i^lBL. 
^-I'T^'b — y— y-^. a— niy T- b !7 — ^ 

(LAN) mm^^:3^ifi-^m%^^^m\m-t^o 
[0002] 

ti^<t5 t-^ :^^^^rvh y-^1 0 0 Rxi'^—y<i 

0 2 id^^^^jy h !7 — ^ • h zi /VI 0 4 ( NP ) ^JffW 

h U^;V2 0 8 tt( ^iJxLf-f OCREk L AN 40 

2 . 1 fi:H\Zi^JZ^) , v-a >" 0 6 i)^^ ^7 ^ 

Tl^V 100 Ic^fLT^S^tl^o 
[ 000 3 ] ^ v-f TVb -^-ifl 0 0 \t.m%. 

ifi D. ^m. miy<:^^—Y fi:^(DmmLX 1 2 ^-y— 

y<l 0 2 J: (9 PM^I^. y ^ l 1 6 ( EI 

5 ) t;::>Bi^-r^o r HflL ANf-— /-^l O 2 

-r-r:^^- K ^ redirecting . S 
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j^T^Vt^h. K ^ AQilli-'S ^Wjo-? r .'v- 

[ 0004 ] t^^coiJj^tri^, 0 2 0: 

tc-^£Dx— ^-<— 1 8 ( [il3 ) ^HSL. ifi 

-10 6 ( 1112) ^amu. -mmiii.tz^^^7b^^m 

Wr-t^o ^^1 0 2 f^if — >'^c^a — 

^V. 1 8 -^^h^—^mmi ^ 0 ( EI3 ) 

^yz^-y^-t^o r ^^f^— 1 0 6 n:^^^ 

-<-;^i 1 8 ^^ffli-^(DX(i?i< . ^^m^^i^^'^—^ 

DCE : Distributed Oarputirig EnvircnrrEnt) 
RXim^-t^ti^uy^' l/v?:^h y ( Kerberos registr 

y) 1 2 2 ( 1114 ) ^^fflL. xK}mm\a^. ^-if^ 

i^->'-<( DS S) • n^-^K-^^h . 

I 0 0 0 5 ] m-r^ ^y^T^^Y 100 (^5^16:=^ V 

( 112 ) ^jFfflrU. -^CO,^:^. :7'n h n/V- l--</V2 0 
8 ;i^a^^^ ti.5o I BMCOL ANif— m^-^^ — 
^X(LSE) DCE^^Kffi-f-^^^^OL 
AN-y— ^^m^-ef^. DCEC0flJffl^5S^.L. «^oTL 
ANtcS^^-t-^^-ifTfo^fci6ODCES*&iiE0^( cr 
edentials) ^M^Mtt^r ^d^g^uv^ t^^f^^ . 

::tbtliiScoLAN-y— /^5fe^>1g«(^j:6<t»9 1 . ti^ 

-y— /^l 0 2 ;65^?b#5DCE»|&|E0^ 

mn. m^zfn v-v?-^ tg^t/mu ( r p c ) ^iic-r^w 

I 0 0 0 6 ] L;^)^L.7i/5se?. ^y-iTl^V 100 d^^>-y- 

-/<i 0 2 \^tLi^c^m^mmi:mn^^mmt^ 

TV^^o J:*? f^lBtClfi. m(lLS E&0?^McOLAN 
Kp'^.Til. 5r:^ P C ^Xim^ mm^^ i^7iV^^ct> 

fc^o ^5 b/c»t&liE?gfi:. posi xr^-^y^^mv 
yh ( ACL) tc:<t'9«:S^tbSLSE3tM--c7?T^ir 

[ 0 0 0 7] 
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[ 0 0 0 8] 

• ( GS S : generic security 7^? 

subsystenO DCE) »*&IiEPJ 

tl^ ^-^l^Hz/n ( S MB ) • h =r /ix 

tl^ o i^-'^^tlD C E tci 19 G S S API 

]*^^-^^o GS S>Y>^:7ai— ;^{t, t^^^^Ti^h^f- 

[ 0 0 0 9 1 ^ff®/^^Jg^i)Tfi. r 5 LfcS MB IT'a b 2(? 

r tLti#:^cD^:^^jr*ft. JffSr:/i=ih np :. 

negotiate protocol) S MB J: Wxta^JiZf 
ahn/Vig^^tP^ I BM LANi^— oi — :7' 

^F^cD£MB_seaTDde:7^ — /VK c^t"'-/ h ( L S E dgli" - 
2) ;i5 L:fclfi/> \-%, i^— /^;65se 

fttCSMBsecpkgxS fia^BsesssetLpJ^^ft^ ^##1"^ o 

s b v^s^^L . ^ea-mm-r^ ^ t ^ pifgt-L . 

Wi^-t^o g^^cOLANIh-^-^Mp^pft. ^^c/^/V^- 

Gss DCEh-^ i^^^m-t^ tL^\^wmmjmWL 

-r^o ^^-Yr^-h ±c;5rL-ifti, SMBsecpkgJca^e^^^ 

[ 0 0 10] Mtc*^0^{cj:tifi. GS s h — ^J^vcT?^ 40 
MtCliLT. ^^-YT^-h ffi^J^^^oV^T. ^^-^TV-h^D^ 
l^-z^ldi^tf -^:/^8i#-r'5fciS^)tCgss_iiiitia 
te_sec_cantext^tg?5^fg^t/m^ tV^o 

V) Y >';6^^tCgss_initiate_sec_oaritext^tgtC^$ 

[0011] if-z-^fflTft. 3msec^^r:^^^t^^\t^ fx. 
Sit. h — ^ ^^^gss_aooept_sec_cantext^tglCj: ^ 50 
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ttm^tL. *iL^$ix6o ^^-TTixf tmm^t\^t^. 

StL^o SMB^i^t^. ^^tt:=^-ifcDKI&IE0^^ 
GS s h -^:^:^)^taaj-r5o W^mM^^^yi^B VtO 

[ 0 0 1 2 ] y >5^.-n/^^-GS s f^^i^^y=^—:;^\:L 

y ^-Yi/:5^^fia^. y V:^o x-mr^fh. gs 
s f^y ^-^/a T*^?T$tb5o r (Thrift. y^Vi/:^7>57 
^lrcss;6^Lt:giimL^#7:^v^ri5rir^i-^, 

tcy >5^^U:^7^{clS:;^(7:)( c^tive) KSrSi#ti- 
So LANi^-^^--OS)(^;^5?i^^^tl.5i t. yy^U- 

^^\tMm:^i^yV^m\^^XGS s h — ^^-^g^b. 

^^#-r5o if - UPM) 
ir:^ ft. »*&fiE?^-^-:^-v?-Y ten ^-^U^u ^ 

VcOir:y h Ty >^^^TOfttC, UP M^cPp^V^'g^^i^:5r 

Sc 

[0013] 

So 1^1 *^0J(^;&ffiS.t/v';=^.y^A$r3l^-r'5fcZs5 
f;i^>S^ ;m#S^-^*{Lav>^xi.8 ^^«Jt^SLTV> 
ll^C0j;5 t:i. ^^3Sv-:^^A8 ftL ANl 0 
AN 3 2 f^}£0:>^%i<D:^^v —{7 ^-^^^ 
COL AN ft. ^WiZJit^%(Dm^(D:=^:y\f=^--^\ 2 . 
12a 7!;^1 2c. 30. 31 .33 5:tJ^3 5 §r^tfo 
( WT^ -t-;^!- !7— >^3 2 rtf^^ri^'b'^^^jrt-oV^Tili 

=^>'t:'^-^3 0 ^>e£:gfc#figi-;5;i^ 
\X^-V h 17— ^ 3 2 rtC0ffi:lrc?:>:=i>'b''^— ^ t^^^Tft^ 
5o ) =^^^"^-^1 2S.t/3 0 ft. BM/^- 
y-^/l- v/;^v^i^/2 ( "PS/2 "itP^fitLS) • r3 
^t:"^— ^-^fdftlEM RISC SYSIEM/600CP3 V-t"^— ^ • 

^fflV^T^^$;}x5o ^ r "RISC SYSrEM/6000"ftI B 

Mco^ffiTfcfp , "A^— y-^/V- v';5;-7"i^/2 "5.ti^"P 

s/2 "fti BM<Dm:mmmx-^^^ t-^^A.. 
51Si&:(^i^ffitly-^;^^— >-( i ws) r5 

[ 0 0 1 4 ] r 5 LfCT"— ^^^>-x^.7"i^^C:^oV^T— IS 

f-. #f@>^tO::::/t:>->5?ftiB'BcSgBi 4 
( *fcft) ^y v^/tH^a^Sl 6 (c^gg^ti^, 
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[0015] Mt^Ell ^ ^ T^—^Vm:y:^y' 

fvbo y^^^yy^—J^' ^ —^18 I 

=^7"^ f^-y /3 7 0 ( "E S A/3 7 0 t> f^^f^tb 
^-t /3 9 0 ( "E S A/3 9 0 »t iq^fStl^ ) =t >'t:^ 

ur. mK.\irzf]) >3 v;^-r-i^/4 o o ( » 

AS/4 0 0 tf^fS;h^) :^^t^(D^ q^M::^ v-t-^L — 
— =^-r^^-^/3 7 0 "ES A/3 7 0 ":n>'^ — 

:/^-YX- T— =3e^^5^-Y/3 9 0 '\ S.t/" 

ES A/3 9 0 I BMC0^^T-fc»5 . "T^:^]) ^ — 
v-B V- iy:^^J^y4 0 0 "S.r/"AS /4 0 0 I 

1 8 tlMtr. L ANl 0 (D^PifB'Ei^Bt LT^tgL# 
^fEltgg2 O tc:t^^$:n;f#^o iKl^t-. LAN 10 

^t©j^fll^fi2 6 RXfmiWJ 3 4 SriiCT, h 
f--/'<2 8 tcggg$tl4#^e -^^-b-^zi.^- 

-'■<2 8 l ans 2 ani 0 icy v^t- 

^ o 

[ 0 0 1 6 ] LANS 2 ANl 0 (;^BSaL T_h5l! 

^^v-t-^-^i 8 ^tJffi]^tat;5o fb5 

L AN 1 0 t^h mm.mz.'&< mrhx^m^ ttxt ^ < . 

[ll=(llt;iL ANl 0 id^L AN3 2 :^^h'm< ^TiBg^ tb 

^#5 ^ :*^SIfi?$ tii 5 o ^"Ix (1. L an 3 2 t^ld)vy 
:^7V^rW(;iiBg$tb. LANi 0 /&5v":3rf-;^ilfU;iiBg 

[0017] :^^0JO$?m^Jg0iJ(^, - y^-^^ifL^v-;^ 
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[0018] DC EO— ^tS-efc-SDS S :/u h n/W-Tr 
li:. ^^-<TVh 1 0 0 ( EI2 ) •tM^-J:^.Y V 1 2 2 
( EI4 ) h SrM*L. ^i^;55^tc:1^-/^l 0 2 

( ia2 ) \zm^th^. ^-z>t^(OT^^) ^3 ^-T-t^. 
Ii!7 CDI 2 4 -Cvl^^tl^ J;5 ^c^^:y h NetUse) ^ 

y ^ 1 1 6 t^^^f L . r ^x;dS:7^n b n yw^-PfS^^ 

V-b 1 0 O Srh y :^L. f— ^-^1 0 2 t Oir-/ v-s 
~f(D^W^(Ofz^h\'C^ X/Cpert7:>S MB aft^^n f ^ Mz. 

0/ ( smb) ^^n-T^o l^.t^ 

• L7:^;^)5t>. *%?g^c:J:;h.f^. DC E (O^^i^iraroL y x-Y 
• '^y'iyy^'rM. ( GS S ) • vtK— ^^V^h 12 6(1] 

7 ) . ^t/Sua!(7:>|ll7 oi 1 6 X-TT^^iVbV y^v-^i^ 
1 2 8>iiCTGS S 1 2 6 {cB^^^^m 

^mm^^—i^-^i 2 8 \zm^x'Jikm'^i^>{ ms ) 

^yt^t^t:!. 3&l&liE0J-^^>— v?-^^y ^-ru^^^c^rBlT- 
m^s ms \zmm\^x}iXTxtm^iv5o 

[0019] X/Op^u h zn MzX 19 '&m^ tl^ S MB 

^^<^y ^-i^(DWbt.^mm-t^ gs^^scco-fe^^ y 

ffi^T-fo^o Lfc^^^^^— >^;6^ |1]7 Ol 3 

30 7 ^^m-t^t . r cob —^^1 3 0 \-tG S S 1 2 6 

e>»*&iiE?^-^^-— v?-vi 2 8 ^"Lxm^v y-ri^^ 

^116 tcS^ ti^^o ( 06 tl 

^^f^r coh — i^^-i 3 0 t^GS s>'^>>r— v^t Lrs^t 

^Hfc^tC, :itt^*[L^i-'5fci5t^, gss_acx:ept_ccnte 

xttq^o^ttiLi 3 3 ( ii]6 ) ^^n-r^o y ^-yi^^^i^ 

^^h — ^^/O^mt^. ^^1 0 2 t^||2 — ^^^^^ 

1 3 2 ( E16 ) ^mnir^bXo {z^n^jk-t^^ ^^^ri^ 

40 h 1 0 0 ii^mz^ (0%2 cob VI 3 2 ^»*&|iEPJ-v 
1 2 8 (C, ^V^TGS S 12 6 L . ^ C0H# 
GS S t^^—^<\ 0 2 ^^f^-f-So 

V \00 2Q\mrt^\z^ %\<r>y-^:y'h^^^vVv-^ 

^ck^-^^zmmh-x^^, mm-^^x\^fii\^m^^ 

±y v-3 >c^-ir:y h Ty y^^mjl. . mM^ fiX 

•^—^<\tmz^y^TiyY^m%m^x^^(Dx\ 

1^-^'<^mtgfq^U^id^L5rGS S 1 2 6 ^C^^TL. -ftJiBco 
50 J:5 ^S^^-- fOGSS^^ib3l#t~5o i^^cov- 
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ot'-^-<-;^ ( 113 o#fiS#^i 1 8 -Cfjk^tVb) ^ 
"r^ mmt^G S S (OT-T^Jit^^ , D C E fegSt:! J: 
-^^^^q^r a:.;5^T'^5o GS s mm<D 

[ 00 2 1 ] ^-r^ til. r r Ti^DC E (9 H 

DOE m^mMi^nm-r:i t ^ nrt^tc-r-s v-;:^ ^ a 

BM;^^bt&^$tb50S/2 ( mm) :t-<U-y^^:y^ 

t^Ti V ^, iXm^^J:h A N v/;^ A t;i lii-:^ f¥?l3tc:ov ^T 
f'ix "OS/2 Lan ServeTx Etogranniing Guide and Refers 
nce"( Sf-^I BM, SlOH-9687-00. 1994) 

L.f)^Lfj::^^h. ±7^<Dmu^^\'±. iiL(0:t^U—y^^ 

y<{zh ti4#5o 

[ 0 0 2 2 ] OS/2 (OmmmXlt. WtW(Dl^ ANi^— 
y<Wl^p\:iM-r^^'W^^K NP /S;^rtc0srTb_seaTDde:7^ 

X/CperAbii^b tV5 "EROIDOOLS FOR X/OPEN PC INT 

ERW:miISG: SMB VERSIdST 2". Section 11.2'C^^^i^ 

[ 0 0 2 3 ] £MBsecpl^xS*tC^< SMBsesssetL?iX^* 

:^^hXh^o ayiBsecpkgX^*;05gjt^ tl/cev^;6\ SMBsec 

Request Fomrat: 
BYTE snb ocxn; 
BYTE siTt>__wct; 
BYTE sn±)_cxjTl2; 
BYTE sub reh2; 
WORD snt) of f 2 ; 
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W3RD srrb _ pkgtype; 
WDRD STTto nurtpkge; 
siTto__bcc; 
struct sntL_pkglist [*] ; 



[ 00 2 4 ] ^:zxo^-<h^^^m<^Mmm\^^fh 

?iV\ secpkgxC seaTtxae:7 ^ — /l-K (7)tr':y h #^ 

, 2) ^'i'^^-:/yw-r5/c^t)t^. -^^yh • >'^^^;5S>gt^^ 
70 tl^o M{:i> i^-/^.:d^V';^fv'- >J^^-rT>'h ( legacy c 
lient) ^-V-^—h 't^t^^'^^^^'^-t^mt:L^J:srvhuBr 
isticlf^jyh t^m^^ti^^ UIS^^' t^:^y(D 

[ 00 2 5 ] mzmm<D^o ^fc/^:7^nb n/v. 
S E 1 0 ^^17 ^ -^-Jb^J5ftti^ r ^ Sr^:^-f-'5 o ^ n 

"r^:^ V ^mn-r^ t # \zm:^mm-^^-i:^^ 128 
( 135) \z.^^ ^m^ti^o 

(DtzimzM^^ ii^ wm^L s E 1 0 y v^tc 

[ 0 0 2 6 ] ^fdStiaiOctp secpkgX(D^;ft;^5^* 
$ o . r <Dmm\^X/OperY^±jb^h tl^ SulS "EROID 

COLS FOR X/OEEN PC INitKWUKKENG : Sm VEE?SICN 2'\ S 
ecticn 11 . 2-e^^^ tiX V ^5 ^ ^ C0:7 ;^ — h 

glist^3^"ef^, SMB_j5kgnaiTe:a^''LAN1^— ^•<4 . 0 E. 
GS S /DOE h -^>' "XM . r thltm^cDX 0 

tc. LS4, 0 Ef— ^^p^iSii^t^fcttMiS-r^tJg- 
[ 00 2 7 ] TlSO^-Cfi, SuifiOOSMBsecpkgXtTIJv^--:^ 

I mi] 



V 



m=7E (????) 

ffl=4 */ 

2 ^ (X):3^^* , OxFF=nane */ 

^*^( oT/<^^:}-n«7i^/^v^) */ 

(@smb wet) 



( 8 ) 



m^^9 -16 0 8 7 6 



J3 



14 



Package List Structure {srrb_pkglist) Ftaanmt: 
VO?D snt>_pkgnarraen; /* y^-i/ ^<D^^ */ 
WORD srTto_pkgarglen; . /* ^< y^-J ^^^m^<^^^ */ 
BYOE stTb_pkgnaiTe [*] ; /* ^ */ 

struct srTfc)_pkgargs [1] ; /* IS4.0BC?:>/< #^tW$R */ 
Package Specific Informaticn (smb_pkgargs) Format: 



EWCRD snb_jq3_flags; 

VCKD snb_353jltiker]iljeri; 
BYIE srfcj>?DjIbken[*] ; 
BYTE stTbj>^_nams [*] ; 
Respcnse Fonnat: 
BYTE snbjaom; 



BYTE 
BYTE 
BYTE 
W:3RD 



snriD__ 

SITb_ 

snft) 



_WCt; 

_aofTl2 
.reh2 
.off2 



VO?D srttojLndex:; 



WORD 
struct 



srTb__pkga3:glen ; 
srchhcc; 
snrb_pkgargs [1] ; 



/* m'Kmm(Dfz,^\zm^-^ivb */ 

/* iit=7E */ 
/* ffi=4 */ 

/* 2 ^ CX)=J-^^* . QxFF=ncos */ 

/* ^*^) ( o-t^f^n^m^ e> V ^) */ 

(@smb wet) ' 

/* ^(DiTT^yY */ 

/* LS4.oEref:io */ 



Package Specific InfcirTTBtian (sirftvpkgargs) Farmat: 

Era^ sn±)_3^_flags; /* t* -^hO. GSSh-^>;i^SUc?^— 35^(^5^^^ j 
BYTE sn±)j>53_Ttken[*] ; /* ?6Mtf iS^^tfGSSh-tJ'y */ 



li^ */ 



[ 0 0 2 8 ] E]5 t . ::;^i/>?.^A(D^:7n 

(210) . u^-f:/- =1 V7^^;??.b 

'=r^:^V tV^X^yV ( 2 1 1 ) , vSfet::, LSCred 50 

^o^tl;i^^^-1^^^:o»^&iEPJ$r®#L ( 2 1.2 ) . GS 
S»fe|iEPJ;d^>^-7^A. ^^b^^n^■ 
( 2 1 3 ) o m^^X^ ^—^<^(0^^yiyB -fe-/ h r 
ti^ ( 2 1 4 ) o ^co-»(^;^-7^^/ 

2 15 7!7^2 1 8 \-±^ S P?I/ttlU^^tf 

[ 0 0 2 9 ] m^:^'ry:f2 i 9 T\ yy^y^J^.- ^--^^ 

( 2 20 , 221) , SMBsecpkgJca^gm^ tl^ ( 2 2 
2 ) o i^:t::;^7":y >^2 2 3 , 2 2 4 r% f— >'<(^GSS_Ac 
oept_cantextMt^t- i V . D C E --c^G 

s s m-xfmi^^^njt^h -^>^^mi~^o m^^x:^ 

v'yy^2 2 5 . 2 2 6 T% '^—y<l^G S S h 

EP AC^rtttii-^o tSfct-. GS S:^ Vv^r^r;;;^ . 

>^^tPS^©secpkg_xl^:^;5Si^t$ tb. g:^^ io^ 
( 2 2 7 ) , ^t;^::^7"^>' :/2 2 8 7iM2 3 1 »9 tj^^ 
th^Xo^^. DCE---COGS S P^t/UJL^^tfif^^^cO 



:7'2 3 2 tC J: f9 J: 5 t-^ SMBSessSetLpJC^^il^t 

[ 0 0 3 0 ] :^^m(D^n<Dm'^. m^<D=7^y^^M.^ 

tcy u-/ Vr.. -r^ fzL}sb(06^'^a:^^m^!^^'^t $ o 
[ 00 3 1 ] ir:yV3 >'^Sir:y h r:y 

>^$n:^c^. »*&EPJ-^^^-v^-^l 2 8 ( US) ^ 

2 8 t^$?iStct^gif:rc^^h -^:/^^#L. 

10 2 [cte3l^-f^o ^(OV —^>\^me> (OV —^>2 4 

[ 0 0 3 2 ] M^^^:t>'' ^;^f'i. K*&iiE§^-^^ 

-v^-yi 2 8 ;5s^^coj:5 ten ^-T^d^;;?.}. ^^a-f-S^a^c: 

[ 0 0 3 3 ] ^1 I§]8 t-. rj^ir^ 

3 8 -Cfo^o »*&IiE?g-^^-i>-Y 1 2 8 Ei. DC 
.Ei>;^^i^S^&|^EP^$r31^§L?^c^itttf^?^ceb^.eV\ St&fiE 

:7*^2 3 6 'kmm-^:^^-iy^ 1 2 8 tc^ 



15 

v^-r fm:fe'co^ >f :/(^y u >y i/^ ^ AfLSi"^ o 

114 08 (^#BS#-^2 4 0 -e:^^ t-. 

t . R^^SEP^-^^^-v^-Y 1 2 8 ttt V ^ 

^»T-^^.fV\ ?g*&liE0^-^^-v?-t 1 2 8 t^S&oT. 

[ 00 34 ] m^mn-^^-—^^^ 128 CD^aiJ(?:>St^, P 
y 4 T>^h 1 0 0 h ^ # CiW^^ 

1 1 6 firtbC mi^^->h #lh^tg) ^Itfflb. -^CD 
y ^-f i/^ 1 1 6 19 fVb-^xj. —X- n 
-x-vK ( EI7 C02 6 0 ) S*&tiEPJ"^^— v^-r • 

yi^^^i/i^'^l 16 t;i^LT§^^;6^lc|B$^ 
^:n^o b;6^L7:e;5^?>. S^IEP^-^^^-v^-r 1 2 8 fiG 

s ;isr?ii&i-^ ^ . mmm-^^^-i^-r i 2 s t^b 

. n y^-K 1 3 0 ^il^tL . ^ fhWJ l^i^ ^ 1 1 6 
I^T%ffi( Captive) ^(Om^y.U^yY 

ft^tcy 1/ ^ tc<j: "9 tb. 'J y^u^^ \tm 

^1 =1 -v-^-K 2 6 2 ^^^ri-^o S^2 =1 -^^-K 2 6 4 

(t. K 4rS*&SEPJ-v^.-v?-y i 2 8 F^(;ldoV^TI|: 

[ 0 0 3 5 ] Sf|3£cD|S.BJ^%ltL. r r T-37l!-<b 
^P.^c;oSffi(7)iE5Pco>'r ^^t^. aglctt-T-So DCE 
ffiSTii. cTBdentials) ••tl;^-<T=i • 5^ 

on a per process basi 

s) . #Xu^->^.^^v^t?^^-^^^g#c7:>Xt=^^r;?^Sr^^i- 



( 9 ) 4#r?l¥9 -1 6 0 8 7 6 

16 

-fxi ^:y. m-^X^^ h^fXi^ix^hh. W) . 

DOE 'Wmmi^^^fx.h coTTid^tb TV ^^ r $^%x. 

L;^^L?ie;5^b*^?gtcJ:ttii. Xn -fe;^#::tc^T:/y ^ 

[ 0 0 3 6 ] *^p^t;ij:tt«. -fer^^y t^-y ^wm~t^ 

nt2oc03i>'7^^7^^^t;cDCEn— K;5^ 

DCE ^.Sr^ffli-^ ^IJ.'^O I o;5^ J: 

20 [ 0 0 3 7.] LAN-y— /<:55GS S DCE »*&fiEPJ<^ 
<^ST^<7?att{:i^30x. X/C^)eatHg25.t/S MB T—^'ri^ 

3 >- • ir^/ h T^y X^t^. ^(^S MB ^P^xm^^ tv5 o 
£^©secpkgJC^|5-tr:y > • ir^y h T^/ rT^BttCife^-t-^ 

pkgX^fgt^l^^tt^o 

[ 0 0 3 8 ] ^(OmhWx'&m^^K^ . ir^y v-a V- ir 

h . -^W^\^^ ±:^(D^ 5 t::»^^;5SS MB J: »9 
Sut-^^ti^o t^oT. i/;^-7"A;&^ir>^i/3 -fe-/ h 
r:y:/tcM^i:^. i-:yV3>'. ^t^y b T:y v^^ig^i- 
t>h. :i(Dy<y ^-iymm(D^i^^^<Dmm\^. m^a^^^-^^y 

[ 00 3 9 ] :^wmt.^'^(ommm\z.mm.x^^^h^ 
50 ' x^fctK ^m^{a^. :^WM(7)mwRummi^-hmM 



(10) 



1^9 -1 6 0 8 7 6 
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[ 0040] ^irs^iLT. :mm<Dmmz.m^x]^-r 

[ 004 1 ] ( 1 ) 3SPi:/u v^vs^-r tq^t/au^5t:5fe-^^ 
-r% ^^Sfc^i^-e^^x-^^C DCE) Kt&liEP^f;^j:.(9 . 

=3r^y y^^ ' '^y't^^^y^M.APl :7 m — :x ^ilC 

( 2) tfiiEr^ir;^i-5;^7^-/7^;^is mfi5^y-YT>^h 

•:f^^t^. SfrfB( 1 ) f5«c(?:»*feo 

( 3 ) wm^—^<mm^n -^uyzj ;v(D^m.t^, 

Y =3 /l-J!S^P^OSiyB_seaTDde>^-< —;vY P^coH 
2 t:^'^>'b §r?gti]^l::-r^:^7^:y:7^^^tf, tfffS( 2) fS« 

( 4) mrisih— ^-^tc^i? . sMBsecpkgxi^;;^^1^f±}-r^;^ 
7^2^:7^^. tufB1tffitcij;;^L-r. Striae r^h ^ Su 

( 5 ) mmBs^©secpkgXl^^^^^>E^i^;;i-^ y^^ 

( 6 ) nm^y^Ti^h {zX^ . mnsi^-/-^tci||jti-^ 

mi Oh — ^>^$r®#i-^>c5^^<7:)GSS_initiate_sec_cx3Q 

c^fufB^l coh -^>^\C}t^^VX^ StjlSGSS_initiate_s 
ec_cx2ntext11tgtc:||2 (^b — ^ >'^te3^i-5;=^7"^/ >^ 
t . lulBGSS_imtiate_secj:xiatext^tltc:i 19 . tfjlSi^ 

tp. mjfS( 5 ) fs«c(7:»:^fe 

( 7) ntmsmsecpk^^^<D^mzjt^i.x^ s^ns1^— 

-^^ICliii) tfi|5^2 cDh V^ttttli-^^7"';^:7'^ . GS 
S_acc^_sec_oc(ntext^tg(Ci: ^ , tufSttOBS ^^fc^ — 



75 



ae^yy-^. i^yv';=?^xi=s- h -:^>'^ftJfa:^^^T>' 
( 8 ) t^Jl21^-/■<:^5y ^vu^^^^^. firtey ^^i/ 

SulEy :^^W:^^irSulS^^-fe=^^y • 
1^:7^■^;:^y^J^i: <DW\(om:'^Yt \^xm<rir^:^'ry y"^^ 
tp. mllSC 7 ) fS«c;o:*r&o 

( 9 > m^y'^->i^^^l^&l.^7Z^'^^—h b^^^V^n 

yhTyy(Dm(DnKm^^^^^'r^mmxk-DX. m 
20. ^mm^^^-r^ fc^cDi^-y^^^:/a {sub) 

. ^^ir^^^y . 1^>^^>:^y^i^( GS S ) ^ 

y^i^API ^--^^y ^—^'^mx.xT^'\^:^'r^^m. 

(10) ttjIBT^ JtjfS^ y ^ Tl^V Sl 

ts. Sufs( 9 ) wm(omw. 

tWB( 1 0 ) lEtc(^^Bo 

(12) tij|Si^-^^tC.t 19 . SMBsecpkgXl^:;^^<taii-'5 
t . Sr^tp. mj|E( 1 1.) fB«c^g«o 

:y'^— :>^^^-r^^s^^tp. tijis( 12)" ^msom 

fio 

(14) StilS^5'i'T>'b . tulsf— ^^tci^tf 
§^1 Oh V^^#-r^fci!Bi)(^GSS_initiate_sec_c 
■ cntext^fg^ fJ?I/M-r^Si: . mJlBi^ 9 T b CO 
tulSlll COh — ^:/t;iJ^;^LT. BiIfSGSS_iaitiate_sec 
50 _GQnte>ct«t^tC||2 c^Oh V^l^-f^ . fijfE 



( 1 

19 

GSS_imtiate_sec_ocntejct1^fg(Cj: >9 ^ flWBf— 

3 ) mwL<Dmm. 

(15) flmss^esec^kgxl^;^<7?^tatl^c/^:^#LT, s^JlBi^ 
^ mmm2 <DV >'^ttai-r^ . gss_ 

accept_sec_oaitext^tfe(3: J: (9 ^ tuIBttaii^ tx^ch — 
. ^^tf. tuI2( 14) fSfc(^^®o 

(16) ttriBf— ^^;65y ^-(i-^^^^^^ Stjiay ^ 
t?. mjiB( 1 5 ) mm<Dmmo 

(17) ^Pa^T^niXv^^l^attaL^TC^I^f-^^-h L;iV^ 

tSSSJ^c^ tb-S ^ ^ ^ r cor^^T*. :^tfc:^ 
vt'^-^S^C DCE) ^*&liE0^{cJ:i9 ir^/v-H 

( G S s ) * tufS*tii^^?S^ffi^o;^tg^ 

(18) tijfST:^^ir>^i-^^>'t''z^— ^SSffiL pTlg:7'a 
■^ig:7^n^^j^. rn-K#^^^tp. StjfE( 1 7) tB« 

(19) Suf5i^-^'<Wil:7'n :y - ^xi^ ^ ?\^(0^^(r:> 
©TUTy^P h =2 /l-i^:;i^p^c7)iSMB_seaToc3ey^'^ — /l- 



1 ) iRFli¥9 -1 6 0 8 7 6 

20 

:/a>/^i^- =3-K^S^^tf. tijfE( 1 8 ) %mL<r>^ 

(20) tufSi?-— ^■<tcj:i9 . s^©secpl^^d^;;^^^^ttli-^ 
fB^abt-i^:;¥LT. tutB^^-^T>'h ^tuf2i^-^<i:c^ 

L pltg:7^n^^i.. =i-K.^l^i:. ^^tf. mff2( l 
9) f2ttcDr:i:xt:*rr-^. :7^a A^p^p, 

(21) Su|ESMBsecpkgXlS^t^>E^^ 7^ 

• =f-K^S^^tf. tul5( 20) tB^Or^^-t'^-^ 

(22) SulEi^^^TV-h tcj:i9 . N^IfB1^->'^^::a^I-r 

A. r^-K^Si!. ftifB^^^T^^h ;6-6>comjfB^l 
h — ^ ;J;^L T . futSGSS_initiate_sec_cc(ntext^ 

:7'n . — K . SiffBGSS_initiate_sec_cx3a 

*^tf. mns( 2 1 ) tSttc^rnv-t'^— • :7'n>f 

(23) m^smsecpk^^^(D^m\cjt^^i.x. ffn^i^ 

irettlb pJtg:7^n . ^^i: . GSS_acc^t_sec 

_oontexmm^X^ . mriEttW^^n/th ^^^^L^■r 
^^^Tiyh mm\z.jf;^]^X. mm^—y^^^:^. tffts 

^y • i^^v-^xA- f —^iyt^hBm^—^<D^ 

^tf. SirfB( 2 2) mm.<D:=ily\i'':jL-^ ' r^^yi^S^ 
p 

PPo 

(24) fltjiBf— y<;65y >5^^ i/^ ^ ^r^;^., Sfjiay 
i/^^&U^tulEi^^^^ir^ar^y y^-^ • i^::^v^;^^i^^Wcf 



(12) 



#M¥9 -16 0 8 7 6 



21 



22 



-K^S^^tf. mjfS( 2 3) WMi<ry^^^\^^-^ ^ ^ 

[ IDS ] ^-1f^^Sr5l#t-6/ci^:?co. f— /^t-J:5T" 
[ Els ] mi (Oiy:^TMz.'fiio\^xm:^u^W^:^Wn(D:=i 

o 



[ n%<Dwm 

12, 12a, 12b\ 12c, 30, 31, 33,3 

5 

14,20 fSti^B 

16 /mtmw 

1 8 ^-rVv^l/— A- riVt^^r^.— ^ 

2 2 , 24, 3 4 mW 

2 6 m^^^v. Y /mmYn'^w 

118 t^^— >^ 



[ Hi 1 



[ 1112 ] 




109 

s 



ICS 



10« 



108 




(13) 



<l^rSW-9 -1 6 0 8 7 6 



[ HIS ] 



210 







212,216,229 




GSS 




. ^ 



211 



219,2^2 



DCE 



'12S 22Sl,7^m 



213,217,230 
^219 

218. 231 < 



DCE 



214 



102 



222^ iL 



'215i225,228 



116 



219,232 

Jl. 



GSS 



;S1,224,226 



227 



■ t 08 ] 



234 



234 



240^ 



236 



238 



235 



(14) 



nm^9 -1 6 0 8 7 6 



GSS (DCE) 



1^ 



130 



mm 

262 





" T;^ y 78758. 7^=^f-;^#|;d-— ;^ 

'T^^f^'. ^'y-Y/VK- 2323 



